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a initpcapng

Fichier Editer Vue Aller Capture Analyser Statistiques Telephonje Wireless Outils Aide

Aam @ imRBRe>=F sEFEQQQEHE
, [ A [ip.addr==152. 163. B4 ~|Expresson.. | +
No. Time Source Destination Protocol Length Info A
13 14.349693 192.168. 192.168. BINP 58 Scanner Command: Discover
16 14.354409 192.168. 192.168. BINP 74 Scanner Response: Discover
17 14.356112  192.168. 192.168. BINP 158 Scanner Command: Scan Job Details
18 14.357994  192.168. 192.168. BINP 110 Scanner Response: Scan Job Details
N 19 14.358998 192.168. 192.168. BINP 158 Scanner Command: Scan Job Details
| 20 14.361926 192.168. 192.168. BINP 11@ Scanner Response: Scan Job Details
21 14.362944  192.168. 192.168. BINP 174 Scanner Command: Scan Job Details
22 14.364786  192.168. 192.168. BINP 11@ Scanner Response: Scan Job Details
‘ 56 18.368240 192.168. 192.168. BINP 174 Scanner Command: Scan Job Details
\i 57 18.370137 192.168. 192.168. BINP 11@ Scanner Response: Scan Job Details
I 60 22.371346  192.168. 192.168. BINP 174 Scanner Command: Scan Job Details
61 22.373222 192.168. 192.168. BINP 11@ Scanner Response: Scan Job Details
62 26.375299  192.168. 192.168. BINP 174 Scanner Command: Scan Job Details
63 26.378592 192.168. 192.168. BINP 11@ Scanner Response: Scan Job Details
64 28.631201  192.168. 192.168. BINP 58 Printer Command: Discover
: 65 28.641555 192.168. 192.168. BINP 74 Printer Response: Discover
(= 66 28.659288 192.168. 192.168. BINP 62 Printer Command: Get Printer Identity
= 67 28.675346  192.168. 192.168. BINP 254 Printer Response: Get Printer Identity
68 28.682259 192.168. 192.168. BINP 450 Printer Command: Print Job Details
69 28.714012 192.168. 192.168. BINP 62 Printer Response: Print Job Details
28.720750  192.168. 192.168. Printer Command: Get Printer Identity
u 73 28.727642  192.168. 192.168. BINP 254 Printer Response: Get Printer Identity
N 74 28.727655 192.168. 192.168. TCP 54 4738 » 8611 [ACK] Seq=1 Ack=1 Win=64240 Len=0
75 28.733622 192.168. 192.168. TCP 78 4738 » 8611 [PSH, ACK] Seq=1 Ack=1 Win=64240 Len=24
76 28.736584 192.168. 192.168. TCP 6@ 8611 » 4738 [ACK] Seq=1 Ack=25 Win=65511 Len=@ L
v
> Frame 66: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @ ~
4 Ethernet II, Src: Giga-Byt_ ( ), Dst: _e6:78:3e ( )
> Destination: _e6:78:3e ( )
b Source: Giga-Byt_ ( )
Type: IPv4 (0x0300)
| > Internet Protocel Version 4, Src: 192.168. Dst: 192.168.

> User Datagram Protocol, Src Port: 65285 (65285), Dst Port: 8611 (8611)
4 Canon BINP, Printer Command: Get Printer Identity

Id: B3NP

Type: Printer Command (1)

Code: Get Printer Identity (48)

Sequence Number: 1

Session Id: @

PRauvlaad 1 ath. A
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@626 2a 31 ff ©5 21 a3 @@ 1c dS bc 42 4a 4e 50 01 3@
@a50 00 00 20 21 20 20 00 90 @0 04 B0 0 2e 00
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O 7 it ” Paquets: 6610 - Affichés: 6381 (96.5%)" Temps de chargement: 0:0.128 || Profil: Default
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1273 client pke(s), 2 508 server pke(s), 2545 tours.
f{Entire conversation (2086 kB) > Afficher les données comme | ASCIT v
Trouver: ] ‘ ITrouver Suivantl

ECadweroeﬂuxH Imprimer H Save as... H Closeab‘JH  Help } j




BaINP G oS et (el orle) srmimtars ol oK BIND G e e e is e iaetep e BN s o St e G o la s s o100 A BINP S s ieose=aea SRC36;100;........ BINP G o S E G sl aaiats e el oe BINP S Soiaaaiae areie)om
RC8@;100;...u....<adminid>ADMIN</adminid><pswdon>1</pswdon><pswd><![CDATA[6978627a335133364b5578743251594b59386573 ] ]></pswd><firmver>1.0850</
firmver><firmUSBupdate>0</firmUSBupdate><firmLANupdate>@</firmLANupdate><extmode>@80</extmode><maxNUM>0</maxNUM><macfilteron>@</macfilteron><macfilter></
macfilter><ipfilteron>@</ipfilteron><ipfilter></ipfilter><WSDon>1</WSDon><enableLAN>1</enableLAN><param_set><ID><![CDATA[wireless@]]></ID><friendlyname></
friendlyname><ifenable>1</ifenable><linkactive>1</linkactive><802.11><IFtype>n</IFtype><wlmede>infra</wlmode><ssid>< ></
ssid><bssid>FFFFFFFFFFFF</bssid><ch>6</ch><wepon>8</wepon><weplength>64</weplength><wepformat>STRING< /wepformat><auth>AUTO</auth><wepid>1</wepid><wepl></
wepl><wep2></wep2><wep3></wep3><wepd></wepd><pwrmng>08</pwrmng><wpaon>8</wpaon><wpamode>EAP/PSK</wpamode><wpa_encrypt>CCMP</wpa_encrypt><wpa2on>1</
wpa2on><wpa2_encrypt>CCMP</wpa2_encrypt><wpa_psk>757e602f782b32625278412b4a7a6131217a3d56</wpa_psk><setbssidenable>1</
setbssidenable><searchparamenable>1</searchparamenable></802.11><IP><ipmode>MANUAL</ipmode><ipaddress>192.168. </

ipaddress><hwaddress> </hwaddress><submask>255.255.255.8</submask><gateway>192.168. {/gateway><ipv6on>@</ipv6on><ipmodev6>AUTO</
ipmodev6><ipaddresslinklocalv6></ipaddresslinklocalv6><ipaddressve></ipaddressv6><gatewayv6></gatewayv6><submasklengthv6>@</submasklengthv6></IP></
param_set><param_set><ID><![CDATA[USB@]]></ID><ifenable>@</ifenable></param set>BINP...........cc0vuennn. BIRNR C as U e SRC80;100;........ <pswdon>@,1</
pswdon><macfilteron> </macfilteron><ipfilteron> </ipfilteron><WSDon>®@,1</WSDon><enablelLAN>8,1</enableLAN><param_set><ID><![CDATA[wireless@]]></
ID><IP><ipmode>AUTOIP,DHCP,MANUAL</ipmode><ipv6on>@,1</ipv6on><ipmodev6>AUTO,MANUALL/ipmodev6></IP><802.11><wlmode>infra</
wlmode><ch»>»1,2,3,4,5,6,7,8,9,108,11,12,13</ch><wepon>8, 1</wepon><wepid>1,2, 3,4</wepid><weplength>64,128</weplength><auth>AUTO,OPEN, SHARED</
auth><wepformat>STRING,HEX</wepformat><pwrmng>8, 1</pwrmng><wpacn>8,1</wpacn><wpamode>EAP/PSK</wpamode><wpa_encrypt>TKIP,CCMP</wpa_encrypt><wpa2on>@,1</
wpa2on><wpa2_encrypt>TKIP,CCMP</wpa2_encrypt></802.11></param_set><param_set><ID><![CDATA[USB@]]></ID><ifenable>@</ifenable></

param_set>.BINP.........e oo BINP oo ST ratses SRC80;100;........ BINP: S22 SSEiaasiaaaian BINP oo s



| wepl><wep2></wep2><wep3></wep3><wepd><

BAND S Cio ot e el s aimtars o o SR - - .. e BINP...oooo e . .....

RC8@;108;...u....<adminil @ adminid><pswdon>1</pswdol [cD </pswd><firmver>1.850</

firmver><firmUSBupdate>0Nifical®Bupdate><firmLANupdate>8< Nupdate lteron>@</macfilteron><macfilter></

macfil’cer><ipfilteron>0</ipfilteron><ipfilter‘></ipfilter><NSDon>1</NSDon><enab1eLAN>1</enableLAN><param_set><ID><! [CDATA[wireless@]]></ID><friendlyname></

friendlyname><ifenable>1</ifenable><linkactive>1</linkactive><802.11><IFtype>n</IFtype><wlmode>infra</wlmode><ssid>< dd

ssid><bssid>FFFFFFFFFFFF</bssid><ch>.</ch><wepon>0</we on><we len h>64</weplen = format>STRING</wepformat><auth>AUTO</auth><wep1d>1</wep1d><wep1></
: e><wpa _encrypt>CCMP</wpa_encrypt><wpa2on>1</

setbss1denab1e><searchparamenable> /s 3 $5>192.168 . </
1paddress><hwaddress>#/hwaddress><su ash z 55.255.9</submask><gateway>192.168.-r</gateway><1pv60n>0</ipv6on><ipmodev6>AUTO</
ipmodev6><ipaddresslinklocalvb></ipaddresslinklocalv6><ipaddressv6></ipaddressv6><gatewayv6></gatewayv6><submasklengthv6>0</submasklengthv6></IP></

param_set><param_set><ID><![CDATA[USB@]]></ID><ifenable>@</ifenable></param set>BINP........ccoivvuuunnn BINR e s s SRC80;100;........ <pswdon>@,1</
pswdon><macfilteron>@§</macfilteron><ipfilteron>gk/ipfilteron><WSDon>®@,1</WSDon><enableLAN>®,1</enableLAN><param_set><ID><![CDATA[wireless@]]></
ID><IP><ipmode>AUTOIP,DHCP ,MANUAL</ipmode><ipv6on>@,1</ipv6eon><ipmodev6>AUTO,MANUALL/ipmodev6></IP><8082.11><wlmode>infra</
wlmode><ch>1,2,3,4,5,6,7,8,9,10,11,12,13</ch><wepon>8, 1</wepon><wepid>1,2,3,4</wepid><weplength>64,128</weplength><auth>AUTO,OPEN, SHARED</
auth><wepformat>STRING,HEX< /wepformat><pwrmng>8,1</pwrmng><wpacn>8,1</wpaon><wpamode>EAP/PSK</wpamode><wpa_encrypt>TKIP,CCMP</wpa_encrypt><wpa2on>0,1</
wpa2on><wpa2_encrypt>TKIP,CCMP</wpa2_encrypt></802.11></param_set><param_set><ID><![CDATA[USB@]]></ID><ifenable>8</ifenable></

param_set> BINP....c. oo oden BINP oo st oot e SRC80;100;........ BINPZTo2s  SRESERNsaaEiAn BINPCSooe et e e
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Containing text: pswd
Look in: C:\Users\FistOurs\Desktop \pwn_printer \pilotes\mp&68-win-mg5200-1_05-ea24\mp68-win-mg5200-1_05-ea24\
Size (kB) v| |>]| 0 <| 0 Modified: IAﬁJeT Today
Name Location Size Hit
) JILSX3.dlI C:\Users\FistOurs\Desktop\pwn_printer\pilotes\mp6...\DrvSetup\ 866 KB 10
@) JILSX6.dII C:\Users\FistOurs\Desktop\pwn_printer\pilotes\mp®..\DrvSetup', 1023KB 10
@ CNMNPPM.DLL C:\Users\FistOurs\Desktop\pwn_printer\pilotes\mp68-win...\LAN\ 358KB 2
@ CNMNPUTC.DLL C:\Users\FistOurs\Desktop\pwn_printer\pilotes\mp6.. \NWTOOL\ 979KB 4
C:\Users\FistOurs\Desktop\pwn_printer\pilotes\mp®6..\NWTOOL\ 1043KB 4

& CNMN6UTC.DLL



F] sub_10023190
Z DlEntryPoint
InitializePrintMonitor2
sub_100233A5
(7] sub_100234A5
7] sub_1002378A
sub_100239AA
£ sub_10023B2A
(7] sub_10024621
sub_1002474E
sub_100247E0
sub_10024B65
|71 sub 10024DEE

e el e e e e

text:100228C4
text: 10022800
text:100228D8
text: 100228E0
text:100228E8
text:100228F0
text:100228F8
text: 10022900
text:1002290C
text: 10022918
text:100225920
text: 10022928
text: 10022930

OOOOOOO0O0OO0OO0OFmEND O 0

macfilter
extmode
firmver

adminid
gateway
submask
hwaddress
ipaddress
wepd
wep3
wep?
wepl



if ( *( BYTE *)a3 & 2 )
{
LOBYTE(Dst) = O;
sub _1064D9DB{a3 + 260, (char *)&Dst, 256);
u/6 = %32;
v5 = sub_ 1064E1868(al1, &u76, 08, (i1nt)"pswd"™, (int)&Dst, &u77);
if ( v5 )
return vs;



do
{
if ( vS >= a3 - 2 )
break;
ub = sprintf(ul, "202X'", *{ BYTE *)u3++);
U4 += ubH;
uS += ug6;
s
while ( *{ BYTE =)u3 );







Conclusion:

- possibilité de récupérer le mot de passe de l'interface web d’administration de I'imprimante
- possibilité de récupérer le mot de passe de I'AP Wifi
- depuis un acces filaire...



1ts/Shared Folder/pwn printer$ hachoir-subfile fufu

JPEG picture







[ICalculated window size: 65535]

[Window size scaling factor: -2 (no window scaling used)]
> Checksum: @xa@@a [validation disabled]

Urgent pointer: @
> [SEQ/ACK analysis]
TCP segment data (1468 bytes)

eg3e ff ff

0050
0060
2070
208380
00890
90a0
2ebo
08co
82do
00e@
eofe
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