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¥ ngrep —orl challenge.pcap -Hbhyline | head -32
input: challenge.pocap

T 10,89,16,64 140586 -» 195,154,171,95:20 [AR]

GET fchallengez20lbschallenge.zip HTTRA1.0,

Host: static,sstic.org.

lzer-Agent.: Mozillasa,.0 (Wayland: BTTF: Linux =B6_128: ruild?,0) Gecko /20100101 Firefoxs1d42.0,
Accept: =/*,

+*

T 195,154,171,95:80 -> 10,659, 16.64:40585 [AF]
HTTRA1,0 200 0k,

T 195,154,171,95:80 -» 10,69,16,64:40525 [AR]
Server: CERMAS,0A,

T 195,154,171,95:80 -» 10,859,165 ,54 40525 [AR]
Content—type: applicationdzip.

T 195,154,171,95:380 -» 10,69,16,64:408286 [AP]
Content-Length: 52331069,

T 195,154,171,95:80 -> 10,659, 16.64:40585 [AF]

+

T 195,154,171,95:80 -» 10,69,16,64:40525 [AR]

PR e erwrees Ll b, "L orpe jedoore/ecene /SSoene_Gansover, je FMk . L=, . 0, 0. o JHZ e oy sl T e v v v e vaee
FRS-0%." R U ~ (PO i (R R = v 1 DR = D= RN ' o Y o RO Y - SR 0 AU ;00 I ' N Y - SR~ 1 = DAY - D < DU DU N
DEIgff:Bfk"+E:+++q++kl+255++++e+f+|qu|—l+u+++++++fumgﬂ++zfl++++++++++x+bHE++++?+++{+CN&+L’I+++H++++I+++qEJ;S++S++++++
eede IV L AR PR s Y s LB ¥, L L AUdin/BGM A level _1a_2ddb_44100_SAk_mono,ozg, 2T, . =, .=.91, .. $H

++$+{+xg++H++++++++++++
+ 1
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OPPIDA
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DES SYSTE S D INFORMA

Touches :

[<1['1[—][!] pour bouger.
[Entrée] pour parler ou passer les dialogues

$ openssl enc -d -aes-128-chc -iv 3a981974530c706ac975e90daaadec46 -in s1
-out sit -K 368BE8C1CC7CC70C2245030934301C15 ; cat sit
[{"x":1,"y":"2012e892d20635a3c1205d37321bc68a"}]
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" SOS Fantome

$ tcpflow —-r 505-FantOme.pcap -Tghost dst port 80 : binwalk —-e ghost >/dev/null: cd _g
host.extracted: rm *.z1ib : for i in *: do dec=%${({(0x%i}): mv $i $dec: done : for i in
$(\ls | sort —n): do cat %$i >>../rebd: done : c¢d .. : strings rebd | grep passe : binw
alk -e rebd >/dev/null: rm rebd: unzip _rebd.extracted/#*.zip : cat solution.txt
IL2016/02/727 - 23:141 New message: L[SS5TIC 2016/Challengel]l Stage 115allut | Clomme plis
voicli lal clef ploulr 1lle stalge 11 | Lle molt de plassle del 1'alrchlive reslte cel
ui convlen Ible IT2016/02/27 — 23:151 ss5tic201b-stagel-solution.zip — Saisir mo
t de p355e1C|g|b|3|r|S|SITIIICI_I2|0|1|B*C

WARNING: Extractor.execute failed to run external extrator '/7z x -y '%e' —p : LErrn
o 21 No such file or directory

Archive: _rebd.extracted/30BD4.zip

[_rebd.extracted/30BD4.zip] solution.txt password:

extractine - solution.txt

SGSBE8C1CC?CC?0C2245030934301C15f |
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n C = 4294967295;

for (N =0: N<32: N+=8) {
C = list1LC(Z & (OxFF << NJ») >> N 7 (C & OxFF2>1 = (C >> 8);

}
C ="7C;
if (C == 3298472535) {

printf("Code: Zd\n". Z):
break;

| }

65.1 8/7%
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OPPIDA

EXPERT EN SECURITE

DES SYSTEMES D'INFORMATI514BBEI42E?06 -
hl4bbadZle /0c:

n 51466242713
h14bbadle /16 :
51466a42e7/19:
hldbbadZle/lc:
51466a42e /11 :
hldbbadle 722 :
51466a42e/729:
hldbbadle/2c:
51466a42e /731 :
h14bbadle /33 :
51466a42e /736 :
h14bbadle 739
51466a4?e /3¢ :
hldbbadZle /41 :
51466a42e /743 :
hl14bbadZle 746 :
51466a42e /749 :
hldbbadZle/dc:
51466a42e /53 :
hl4bbadZle /56 :
51466a42e /59
H14bbad2e /60 :
51466a42e /63 :

16/06/2016

81
48
48
48
48
48
48
48
ha
ba
0f
48
48
48
ba
Of
48
48
48
49
10
41
48
43
ff

ec
81
89
31
ff
31
ff
be
00
1b
05
31
31
89
00
05
89
89
89
bf
00
ff
bb
00
ed

00
ed
eb
cO
cl
ff
c/
b7
00
00

c0
ff

ee

04

el
el
eb
Oc
00
d7
Oc
00

10
00

09

00

00

00

00

00
fe

65

00

00

cf

4a

00
ft ff

15 48

38 3

db ab

sub
and
mov
xXor
inc
xXor
inc
movabs

moy

syscall

xor
xor
moy
moy

syscall

mov
mov
mov
movabs

callq
movabs

Jmpq

$0x1000 . %esp
$OXFFFFFFFIfffffcO0. %rsp
Arsp.drbp

Zrax.¥rax

Arax

rdi.%rdi

wrdi
$0x5a48156509b7 . %rsi

$0x1b ., ¥edx

Zrax.¥rax
rdi,%rdi
Zrbp.¥rsi
$0x400, Xedx

&rsp . Arax
Zrsp.drdi
&rsp Arsi

$0x10f338cf000c.Zrls

#%r1h
$0x43abdb4a000c . ¥rbx

#Erbx

312.1 85%
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Shell> f£=0:
n FE0:\> 1=
Directory of: FS0:%
04/07/2016  12:33 91,5562 Ebclebugger.efi
04/07/2016 12:33 6,656 foo.efi
04/07/2016  10:35 1,828 HNvVars
3 File(a) 100,036 bytes
0 Dir{=)

F80:\> load EbcDebugger.efi

Image *‘FS0:\EbcDebugger.efi’ loaded at G9ZE000 - Success
F80:%> foo

EEC Interpreter Versiom - 1.0

EEC Debugger Verziom - 0.1

Ereak on Entrypoint

OOOOOGE9EDAD: BT 37 00 00 01

ORC00GE0EDAR: QD MOVIgd RT, 65536
ORC0OGE0EDRAG: QD 06 EREAK G
OpC0O0GE0EDRAR: 60 00 5O 8O MOVgw RO, RO(-0,-80)

OpOCOOGE9EDAC: TT 36 00 00 MOVIgw RG, O
OpCOOSESEDED: BS 3T 4A 02 00
OpC00GESEDBS: QD MOVreld RT, Ox0000024A

Flease enter command now, 'h* for halp.
{(Using <Command> -b <...> to enable page break.)

EDE > g
UEFI checker
Mizsing xey 7
FS0:\>
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316653,93-90  22%

KEY=""; for ({pos=2; pos < 33; pos++)); do ./bf_img $XEY; for i in try*; do res=§(./a.out §i |
egrap '"%.8" | wc -1); if [ $rez -eq $pos ]; then nc=%f{echo $i | sed *s:try::;=:\.pgm::");
KEY=${KEY}${nc}; break; fi; done; done; ./bf_img $KEY; for i imn try*; do .fa.out $i | /bin/
egrap '"pasef’ Ekk (nc=%{echo $i | sed ‘s:try::;s:\.pgm::'); KEY=8{KEY}${nc}; echo SKEY;
break); done

pass

23432503847 250828T3367TT2086544035

ESE SRy SRCTRITE 400000000019c7c6; 40 03 do 30 20 00 1da r52=[r52] : "Pest
DES SYSTEMES DIINFORMATION - 4n0nno000n19-7ocs 00 00 0d 00 P, i G
4oooooooo019c7do:  1d a8 01 6a 18 10 [MFE] 1d8 r53=[r53] : "rh"
400000000019=7d6y 00 00 00 02 00 00 nop of Ox0
- AO000000001 9 s f8 d0 == 53 br,zall,.sptk . many b=, fopen;:
' 4ooonooo0019c7e0; 03 88 01 10 00 21 [MII] may T49=rs
' 400000000019-7e61 10 00 80 00 42 =0 mow rl=r32:;
. dOOOODO0001S-Tec: 00 BE 19 ed chpLeq pr.ph=0,rd9;;
! 400000000019 7F0:  ea 78 40 09 28 =5 [MMI] (p07) mow r15=103504z:
' 400000000019-7F61 2l 62 3o 00 40 00 (p07 3 add rd2=r12_r15
: OOOODONN01SCT oy 00 00 Od 00 Fop L i Dm0
! 400000000019-200: 1= 00 00 00 01 00 [MFE] riop O
' 400000000019-2061 00 00 00 02 80 O3 riop L F D=0
' OOOODONN01S-E0c: B0 OF 00 43 {p073 br,cond,dent ,few label fail
. 400000000019-810: 11 a0 81 40 14 24 [MIEB] mow TE2=52E880
' 400000000019-8161 80 1a 00 00 43 00 moy Td0=3
' 0000000019510 fo 3t =5 B3 br,call.,.sptk . many bO=,malloc:;
. 400000000019-8201 02 53 01 10 00 21 [MII] moy Td3=rs
! 400000000019-5261 10 00 80 00 42 =0 may Tl=r32::
' 0000000001952 00 58 19 =4 chp.eq pF.ph=0,r43
. 4ooooo000019c830: 1o 00 00 00 01 00 [MFE] Fiop i DR
. 400000000019-236: Q0 00 00 02 20 (3 riop Dm0
' 0000000001953 20 07 00 43 (P07 br,cond,dent , Few Oxd00000000019F50
1 4oooooooo019c840: 01 a8 21 02 01 24 [MII] add]l rEE=136,11
. 4o0o00000019-8451 =0 40 84 00 42 00 adds r14=8,133
! dOOOODO0001ScEdc: 45 00 00 90 maw Td0=dz:
' 4ooonoooo019-850; 19 a0 01 1c 18 10 [MME] 1d8 r52=[r14] ; argwl1]
. 400000000019-8561 B0 03 dd4 20 20 00 1d8 r53=[r53] 2ot
. AO000000001 95850 ¢ 78 a0 =5 53 br,call,.sptk . many b=, fopen;:
' 4oooooo00019c8a0; 02 48 01 10 00 21 [MII] may Tdl=rg
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