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Etude d’'un CPU inconnu
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License keys

= Decoding hardware

= MPEG2
= VC1

'w Raspberry Pi Store

Home - License keys » MPEG-2 license key

MPEG-2 license key
fl=s]e]y

Price: £2.40
SKU: MPEG

Serial number:
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Dépendances

Product Description

This key will enable a single Raspberry Pi to decode MPEG-2 video in hardware. You will need to provide your device's
internal 1e-digit serial number as part of your order. Your serlal number Is not the number printed on your
board.

To find your serial number, type cat /proc/cpulnfo at the command line as shown below:

pi@raspberrypi:~% cat /proc/cpuinfo

Processor : ARMvE-compatible processor rev 7 (vel)
BogoMIPS : 697,95
Features : swp half thumb fastmult vfp edsp java tis

CPU implementer : O0x41
CPU architecture: 7

CPU variant : Ox0
CPU part : 0xb76
CPU revision :7

Hardware - BCM2708
Revision 1000002
Seria s 000000000000000d
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Installation

= Fichier /boot/config.txt

decode  MPG2=0x00000000
decode WVC1=0x00000000

= Vérification
vcgencmd codec_enabled MPG2
vcgencmd codec_enabled WVC1
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Config.txt

The Raspberry Pi uses a configuration file instead of the BIOS you would expect to
find on a conventional PC. The system configuration parameters, which would
traditionally be edited and stored using a BIOS, are stored instead in an optional
text file named config.txt ef@re the ARM CPU and
Linux are initialised. It must therefore be located on the first (boot) partition of your
SD card, alongside bootcode.bin and start.elf . This file is normally
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Raspberry Pi boot sequence

= Bootloader 1 (GPU) : boot ROM
Montage SD-Card

= Bootloader 2 (GPU) : /Iboot/bootcode.bin
Drivers, boots du firmware GPU

= GPU Firmware (GPU) : Iboot/start.elf
Lecture de config.txt

= Linux Kernel (CPU) : Iboot/kernel.img
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GPU

® Broadcom VideoCore IV

= Documentation publique depuis 2014

Documentation PDF
Headers C

= Plugin IDA Pro

https://github.com/hermanhermitage/videocoreiv/tree/master/idaplugin
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Reverse GPU

= vcgencmd codec_enabled MPG2

vcgencmd : envol de commandes au GPU

1ea F1, BRILB(PC) ; orp_oump
‘lea r4, otp_dump |
Y
not va, 8
nov r2, 1
nov r3, 1
bl register_cmd
lea r1, B=42C{pc) ; "test_result™
lea r4, sub_ECEG3AE
A J
not v, @
noy r2, 1
nov r3, 1
bl register_cmd
lea r1, Bz4B4{pc) ; ""codec_enabled”
lea rh, codec_enabled
T
 J
not ra, 8
nov r2, Bx2
nov r3, 0x2
bl register_cmd
lea r1, Bx3B8{pc) ; "'get_camera®™
lea r4, sub_ECEL37S

rB, A8

r2, 1

r3, 1

register_cmd

r1, B2354{pc) ; U'get_mem*
rh, get_mem
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Reverse GPU (2)

Ll i (=]

loc_ECE3C64:

or r3, ra

nov r1, rb

nov ra, r3

bl CODEC_CHECK

1d r2, (r8+8x4)

lea r1, ass_@a 3 URs=Rs"
addcmpbeq v8, 8, 8, loc_ECE3CB@

L J L J
bl s = ol e -5
lea r3, Bx148(gp) akEnabled_8 ; “enabled”
b loc_ECE3CB6 loc_ECE3C88: ; "disabled"
| add r3, gp, B=<3384 abisabled_2
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Reverse GPU (2)

Ll i (=]

loc_ECE3C64:

or r3, ra

nov r1, rb

nov ra, r3

bl CODEC_CHECK

1d r2, (r8+8x4)

lea r1, ass_@a 3 URs=Rs"
addcmpbeq v8, 8, 8, loc_ECE3CB@

h J h J
Ll (e (= MIFIE
lea r3, 82148({gp) aEnabled_8 ; “enabled"
1] loc_ECE3CHA loc_ECE3CEA: ; "disabled”
| add r3, gp, B=<3384 abisabled_2
Yy
M
I
loc ECO5892:
mow va, ri
bl sprintf
bl get_serial_number
mov r1, ¥y ; "MPG2' or "WUCT®
mov r2, @
bl MAGIC _FUNCTIOH
cmp r¥, "HPGZ2'
mow r?, r@ ; expected license
Ccmpeq rh, @
bne loc_ECO9S8CA
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Reverse GPU - WTFBBQ?

Yy¥vey
M
loc_ECY9E23C:
bl sub_EDFI&18
mou r?, r
lea rll, Bx2F{sp)
1d rh, (ro+axc)
lea r1, Bxda(sp)
bl rh
1d rill, (sp+ixii)
mou 1, 1
1d r2, (ro+ixis)
bl ra
1d rill, (sp+ixii)
may r1, @
1d rd, (r9+fxic)
iy r2, A

{sp+ixin)
gp. BxFFOABLAA
(r9efxin)
gp, OxFFDABSALC

ri
may ri, @
1d r5, Bxho(re)
moy r2, A

(sp+ixin)
gp. OxFFDARSAL

Bx4A(r?)
gp. OxFFDABGAC
ri

miy r1, Bxa

1d 4, (ro«fxin)

iy r2, @

bl rh

1d ra, (sp+oxin)

may ri, 1

1d r%, (r2«fx3n)

may r2, ré

bl rSs

1d r@, (sprix3n)

addcmpbeq 6, @, @, loc_ECYE2B&

dword_EC2FGE@

dword_EC2F7AC

dword_EC2F 7AC

dword_ECZFEAC

FIIE]
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e
mow r2, Bx137AFEDA
b loc_ECYE2BG loc_EGYEZB6 :
moy r2, BxFOBBADIN
e
dword_EEBBEBY
loc_EGYEZBE:
1d rad, (rosox3in)
nov ri, Bx2
eor r2, r7
mow ri@, sp
bl ra
nov ri, 18
lea r1, unk_EES09D@
nov r2, Bx2C
bl sub_EDGBRGE
1d rid, (sp+ix3n)
not r2, @
1d r%, (ro+«ox2n)
mow 1, 1@
shl r2, BxiE
bl rs
1d rid, (sp+ix3n)
nov r1, Bx2
1d ra, (rosoxiy)
bl ra
1d rk, (r9«fx18)
mow ri@, ri@
1d ri, (sp+ixdn)
bl ry
1d ri, (speixin

r8, Bx1CEB{gp)
r#, Bx1CAC{gp)
ré, Bx1CAB{gp)
ri18, @x1CBa{gp})

dword_EESBERS

dword_EESSEAC

duord_EERBEAS
dword_EEBBERY

FME

loc_ECPE3®R:
maoy ra, ri@

lea sp, Bx3a{sp}
1dm ro-ri6, pc, (sp++)

2 B




Such cheating, much study

= Valeur de retour écrite en mémoire

= vcdbg grep

Usage: vcdbg grep WORD - Search memory for a
32-bit word

= vcdbg dump

Usage: vcdbg dump ADDR|SYM [LEN] - Dumps
memory (Hex and ASCII)
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Censored

® Censored
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Continuons l'etude

m Ecriture de 2 blocs

0x12C bytes en 0x7F110000
0x100 bytes en 0x7F100000
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| can see patterns...

F
F
F
F
F
F
F:I

- cualf

AR

Potentiellement du code pour un CPU RISC 32b
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Memory addresses

hardware vc4.h

#define
#define
#define
#define
#define
#define

#define

#tdefine

VCE BASE 0x7£100000

VCE DATA MEM OFFSET 0

VCE DATA MEM SIZE 0x2000

VCE PROGRAM MEM OFFSET 0x10000
VCE PROGRAM MEM SIZE 0x4000
VCE_REGISTERS OFFSET 0x20000
VCE REGISTERS COUNT 63

VCE STATUS OFFSET 0x40000
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Documentation

® Aucune référence a VCE dans la
documentation

On ne trouve que quelques drivers Android

m Obscure référence dans un brevet
Broadcom

The hardware video accelerator 216 may
comprise a plurality of components and/or
modules, such as a video control engine (VCE)
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Quelgues drivers

® android-bcm-tetra-3.10-kitkat-wear

/drivers/char/broadcom/vce/*
/drivers/char/broadcom/mm/h264/vce.c

® Permet de reconnaitre certaines fonctions

1sOYN
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Reverse GPU — Now with
Cqmments!

1sOYN
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get_vce driver
moy 9, @ ; vce driver
lea ro, Bx2F(sp) ™ e
1d i, (FO+Bel) moy r2, Bx137AFEDA
lea r1, Gx30(=p) b loc_ECOE29C loc_EGCOE296:
bl i i vce_open mou r2, OxFAoBADIL
1d Fl, (sp+ixzo)
M ri, 1
1d r2, (FP+i=1h) T
bl r2 ; vce obtain semaphore Eulq
14 rl, (sp+Bx30)
M 1, B8 loc_EC9EZ9C:
1d ra, (ro+@x3C) 1d ri, (ro+fuxin)
Moy r2, B mo r1, Bx2
bl 3 ; vce_loadprogram EOr reé, r¥
1d i, (sp+x3n) mou ri1@, sp
add r1, gp, BxFFDAB4CE byte ECZFA80@ b1 ri ;i vce_setreq
1d ra3, (rFe+axic) mou ra, rif
add r2, gp, BxFFDABSEC byte_ ECZF7AC lea r1, off_EESA99@
sub r2, i mouy r2, Bx20
bl 3 ; wee_loadprogram bl e MC Py
1d i, (sp+r=in) 1d ril, {(sprix3ng
mi r1, @ not r2, @
1d 5, BxhB{ro) 1d r%, (rovix2o)
mi r2, @ mow r1, rifl
bl (& ; vce_loaddata shl r, Bx1i
1d A, (spra=in) bl rS ; sub_EDF3I728 pony pony run rumn
add ¥1, gp, B=FFDABSEC byte EC2ZF7AC 1d rfl, (sp+@x3n)
1d &, Bx4B(r?) may 1, Bx2
add ¥2, gp, B=FFDABGEL loc_ECZFBAC 1d rd, (ro+axiy)
sub r2, r1 bl ra » vece_getreq
bl 4 ; vee_loaddata 1d 4, (r9v@ei6)
1d ri, (sprax3ia) mou F1@, ri
mau ¥, Bx3 1d ri, {(sp+ix3ing
1d r4, (re+ax3n) bl rh » vce_release_semaphore
miu r2, B 1d ril, {(sp+ix3ng
bl a4 ; vece_setreg 1d 1, (r9+ixin)
1d i, (spr@=3n) bl r1 7 vece_close
may F1, 1 st ri, Bx1CES{gp) dword_EEBRETH
1d F5,. (F9+0x30) st i, Bx1CAC{gp) dword_EEBBEAL
may ] sth rh, Bx1CAB{gp) dword_EEBBEGR
bl r5 ; vce_setreq st ri18, Bx1CBE4{gp) dword EERBETS
1d ri, (spri=3n)
addcmpbeq vé, @, B, loc ECYEZ946




Instrument all the things




Instrument all the things (2)

= Modification de start.elf

On peut lire les registres du VCE
On peut choisir le code que I'on charge

= Exécutons les instructions pas a pas !

Les registres nous donneront l'instruction
executéee

1sOYN
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Start

PC
RO
R1
R2
R3
R4
R5

0x00000000
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
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Start + 4

PC
RO
R1
R2
R3
R4
R5

0x00000004
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05hb9

Instruction
90101001
1001 0000 0001 0000 0001 0000 0000 0001

Il M DIGITAL SECURITY



Start + 4

PC
RO
R1
R2
R3
R4
R5

0x00000004
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05hb9

Instruction

90101001

1001 0000 0001 0000 0001 0000 0000 0001

R4 =SHR(R1, 1)
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Start + 4

PC
RO
R1
R2
R3
R4
R5

0x00000004
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05hb9

Instruction

90101001

1001 0000 0001 0000 0001 OO00 0000 0001

R4 =SHR(RL1, 1)
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Start + 4

PC
RO
R1
R2
R3
R4
R5

0x00000004
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05hb9

Instruction

90101001

1001 0000 0001 00

R4 = SHR(

1)

0000 0000 0001
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Start + 4

PC
RO
R1
R2
R3
R4
R5

0x00000004
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05hb9

Instruction

90101001

1001 0000 0001 00

R4 = SHR(

1)

0000 0000 0001
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Start + 4

PC
RO
R1
R2
R3
R4
R5

0x00000004
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05hb9

Instruction

90101001

1001 0000 0001 00

R4 = SHR(

1)

0000 0000 0001
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Start + 8

PC
RO
R1
R2
R3
R4
R5

0x00000008
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = ?77?

Il M DIGITAL SECURITY



Start + 8

PC
RO
R1
R2
R3
R4
R5

0x00000008
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = 7?77
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Start + 8

PC
RO
R1
R2
R3
R4
R5

0x00000008
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

80 14 10 1F

1000 0000 0001 01

R5

277

0000 0001 1111
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Start + 8

PC
RO
R1
R2
R3
R4
R5

0x00000008
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

801410 1F

1000 0000 0001 01

R5

??7? Ox1f

0000 0001 1111
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Start + 8

PC
RO
R1
R2
R3
R4
R5

0x00000008
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

80 14 10 1F

1000 0000 0001 01

R5 = SHL(

, Ox1f)

0000 0001 1111
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Start + C

PC
RO
R1
R2
R3
R4
R5

0x0000000C
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

04 10 46 80

0000 0100 0001 0000 0100 0110 1000 0000

R?7?7 =777
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Start + C

PC
RO
R1
R2
R3
R4
R5

0x0000000C
0x00000000
Oxb7380b72
Oxb04bed74
0x00000000
0x5b9c05h9
0x00000000

Instruction

04 10 46 80

0000 0100 0001 0000 0100 0110 1000 0000

R4 = 777
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Start + 10

PC
RO
R1
R2
R3
R4
R5

0x00000010
0x00000000
Oxb7380b72
Oxebd7e8cd
0x00000000
0x5b9c05hb9
0x00000000

Instruction

04 08 26 a0

0000 0100 0000 10

R2

XOR R4

0110 1010 0000
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Procédure

= Exécution des instructions pas a pas

= Recherche des liens entre les registres

m Déduction des instructions

m Ecriture d’un désassembleur
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Instruction set

0x90
0x80
0x04
OxC4
0x20
0xBO
OxES8
OxFO
Ox77?

[ |
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SHR
SHL
XOR
AND
LD
ADD
MOV
CMP
JCC




Censored

® Censored
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C’est fini

Avez-vous des questions ? .

On peut boire les bieres ?

. Quelgu’un a parlé de rhum ?
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