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Etude d’un CPU inconnu
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Etude d’un CPU inconnu
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License keys

 Decoding hardware
 MPEG2
 VC1
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Dépendances
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Installation

 Fichier /boot/config.txt

decode_MPG2=0x00000000

decode_WVC1=0x00000000

 Vérification

vcgencmd codec_enabled MPG2

vcgencmd codec_enabled WVC1
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Config.txt
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Raspberry Pi boot sequence

 Bootloader 1 (GPU) : boot ROM

Montage SD-Card

 Bootloader 2 (GPU) : /boot/bootcode.bin

Drivers, boots du firmware GPU

 GPU Firmware (GPU) : /boot/start.elf

Lecture de config.txt

 Linux Kernel (CPU) : /boot/kernel.img 
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GPU

 Broadcom VideoCore IV

 Documentation publique depuis 2014

Documentation PDF

Headers C

 Plugin IDA Pro
https://github.com/hermanhermitage/videocoreiv/tree/master/idaplugin
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Reverse GPU

 vcgencmd codec_enabled MPG2

vcgencmd : envoi de commandes au GPU
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Reverse GPU (2)
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Reverse GPU (2)
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Reverse GPU – WTFBBQ?
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Such cheating, much study

 Valeur de retour écrite en mémoire

 vcdbg grep

Usage: vcdbg grep WORD - Search memory for a 
32-bit word

 vcdbg dump

Usage: vcdbg dump ADDR|SYM [LEN] - Dumps 
memory (Hex and ASCII)
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Censored

 Censored
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Continuons l’etude

 Ecriture de 2 blocs

0x12C bytes en 0x7F110000

0x100 bytes en 0x7F100000
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I can see patterns...

Potentiellement du code pour un CPU RISC 32b
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Memory addresses

hardware_vc4.h

#define VCE_BASE 0x7f100000

#define VCE_DATA_MEM_OFFSET 0

#define VCE_DATA_MEM_SIZE 0x2000

#define VCE_PROGRAM_MEM_OFFSET 0x10000

#define VCE_PROGRAM_MEM_SIZE 0x4000

#define VCE_REGISTERS_OFFSET 0x20000

#define VCE_REGISTERS_COUNT 63

#define VCE_STATUS_OFFSET 0x40000



18 / 41

Documentation

 Aucune référence à VCE dans la 
documentation

On ne trouve que quelques drivers Android

 Obscure référence dans un brevet 
Broadcom

The hardware video accelerator 216 may 
comprise a plurality of components and/or 
modules, such as a video control engine (VCE)
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Quelques drivers

 android-bcm-tetra-3.10-kitkat-wear

/drivers/char/broadcom/vce/*

/drivers/char/broadcom/mm/h264/vce.c

 Permet de reconnaître certaines fonctions
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Reverse GPU – Now with 
comments!
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Instrument all the things
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Instrument all the things (2)

 Modification de start.elf

On peut lire les registres du VCE

On peut choisir le code que l’on charge

 Exécutons les instructions pas à pas !

Les registres nous donneront l’instruction 
exécutée
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Start

PC 0x00000000

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x????????

R5 0x????????
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Start + 4

PC 0x00000004

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x????????

Instruction

90 10 10 01

1001 0000 0001 0000 0001 0000 0000 0001
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Start + 4

PC 0x00000004

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x????????

Instruction

90 10 10 01

1001 0000 0001 0000 0001 0000 0000 0001

R4 = SHR( R1 , 1 )
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Start + 4

PC 0x00000004

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x????????

Instruction

90 10 10 01

1001 0000 0001 0000 0001 0000 0000 0001

R4 = SHR( R1 , 1 )
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Start + 4

PC 0x00000004

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x????????

Instruction

90 10 10 01

1001 0000 0001 0000 0001 0000 0000 0001

R4 = SHR( R1 , 1 )
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Start + 4

PC 0x00000004

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x????????

Instruction

90 10 10 01

1001 0000 0001 0000 0001 0000 0000 0001

R4 = SHR( R1 , 1 )
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Start + 4

PC 0x00000004

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x????????

Instruction

90 10 10 01

1001 0000 0001 0000 0001 0000 0000 0001

R4 = SHR( R1 , 1 )
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Start + 8

PC 0x00000008

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = ???
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Start + 8

PC 0x00000008

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = ???
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Start + 8

PC 0x00000008

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = R1 ???
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Start + 8

PC 0x00000008

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = R1 ??? 0x1f
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Start + 8

PC 0x00000008

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

80 14 10 1F

1000 0000 0001 0100 0001 0000 0001 1111

R5 = SHL( R1 , 0x1f )
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Start + C

PC 0x0000000C

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

04 10 46 80

0000 0100 0001 0000 0100 0110 1000 0000

R??? = ???
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Start + C

PC 0x0000000C

R0 0x00000000

R1 0xb7380b72

R2 0xb04bed74

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

04 10 46 80

0000 0100 0001 0000 0100 0110 1000 0000

R4 = ???
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Start + 10

PC 0x00000010

R0 0x00000000

R1 0xb7380b72

R2 0xebd7e8cd

R3 0x00000000

R4 0x5b9c05b9

R5 0x00000000

Instruction

04 08 26 a0

0000 0100 0000 1000 0010 0110 1010 0000

R2 = R2 XOR R4
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Procédure

 Exécution des instructions pas à pas

 Recherche des liens entre les registres

 Déduction des instructions

 Ecriture d’un désassembleur
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Instruction set

0x90 SHR

0x80 SHL

0x04 XOR

0xC4 AND

0x20 LD

0xB0 ADD

0xE8 MOV

0xF0 CMP

0x7? JCC
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Censored

 Censored



C’est fini

Avez-vous des questions ?

On peut boire les bières ?

Quelqu’un a parlé de rhum ?
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