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Please COM again

Clément Rouault (hakril)




But de la rump

COM du point de vue d’un reverser

Quels outils/techniques pour RE du COM

Cas concret:

— Win32/Aibatook

— Malware RE a ESET en 2014

— Cible les clients de banques japonaises

— Utilise COM pour communiquer avec Internet Explorer

Les techniques sont présentées avec quelques années de
recul

— statique

— dynamique
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Component Object Model

COM: systeme orienté-objet pour créer des composant logiciels binaires pouvant
interagir.

COM Client

— Il voit juste des interfaces

* Une liste de fonction
— Avec des getter/setter au passage
* Un Interface ID (IID)

— Onvajuste voir des vtable partout
— Aucune info sur I'implémentation

COM Server
— COM class

* Implémentation de 1 ou plusieurs interface
— UnClass ID (CLSID)

— Le serveur peut étre un peu partout
* Une DLL (In-process)
* Un autre process de la machine (Out-of-proces)
* Un autre process d’'une autre machine
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Exemple d’interface

ICallFrameEventsvt
BEGIMN INTERFACE
HRESULT { STDMETHODCALLTYPE
ICallFrameEvents * This,
REFIID riid,

_COM Qutptr_ “**ppv0Object);

ULONG ( STDMETHODCALLTYPE *AddRef )(
ICallFrameEvents * This);

ULONG ( STDMETHODCALLTYPE *Release )(
ICallFrameEvents * This);

HRESULT { STDMETHODCALLTYPE *OnCall )(
ICallFrameEvents * This,
ICallFrame *pFrame);




RE du COM: Aibatook

Premier vrai malware en stage
* Toujours cru que RE sur Windows c’était
lire des API

On pourrait step-into sur les calls voir la dest
* Inter-process
* Ontombe sur une fonction de
sérialisation
* Fail

Il faut donc
e Trouver l'interface
* Chopper la def de I'interface
* Faire la struct de la Vtable
* Etremplacer les call par la vtable

C’est chiant et j’ai pas envie de le faire 15 fois.

ol e

mowv
mowv

loc_44C95:

eax, [esp+SF8h+var_SEL]
eax, [eax]

lea ec®, [esp+SF8h+uvar_SEH]
push BCX
push [esp+5FCh+var_5E4]
call dword ptr [eax+8A6h]
‘Tmp eax, edl
jl loc_u44F29
_ L J
R
mov [esp+5F8h+var SEB], edi
mov byte ptr [esp+5FBh+var_u], 6
mou eax, [esp+5F8h+uvar SEN]
mou ecx, [eax]
lea ed=, [esp+5F&h+var_SEA]
push edx
push eax
call dword ptr [ecx+L4ih]
Tmp eax, edi
j1 loc_4u4DED
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Automatisation

* J’ai pas envie de le faire 15 fois

— Donc je vais le faire 6000 fois

* « Parser » les headers windows
— C’est du code généré: regexp
— Extraire toutes les VTABLE / IID possible
— Géneérer des structs C parsables par IDA
— Rendre ca accessible par nom / IID

e Surl'interweb !
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C | @ Secure | https:;//hakril.net/COM/name/IHTMLDocument2

Résultat

C | & Secure | https://hakril.net/COM/IID/332C4425-26CB-11D0-B483-00C04FD30119

/7 Name: IHTMLDocument2
J/ 1ID: 332C4425-26CB-11D8-B483-20CR4AFDO8119

// FILE: e:\Program Filesz (%88)\Microszoft SDKs\Windows\v7.08A\Include\Mshtmle.h

struct IHTHMLDocument2 {

void*®
void®
void®
void®
void®
void®
void®
void®
void®
void*
void*
void*®*
void*
void*
voild®
voild®
void®
void®
void®
void®
void®
void®*
void*
void*®

QueryInterface; /* @ */
AddRef; /= 1 */

Release; f* 2 */
GetTypeInfolount; /* 3 =/
GetTypeInfo; /* 4 */
GetIDsOfNames; /* 5 */
Invoke; /* & */

get Script; /* 7 %/

get all; /* &8 */

get body; /* 9 %/
get_activeElement; /* 10 =/
get_images; /* 11 */
get_applets; /* 12 */
get_links; /* 13 #/
get_forms; /* 14 =/
get_anchors; /* 15 */
put_title; /* 16 */
get_title; /* 17 =/
get_scripts; /* 18 */
put_designiode; /* 19 */
get_designiode; /* 28 */
get_selection; /* 21 */
get_readyState; /* 22 %/
get_frames; /* 23 */
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L£] sub_464C8 segl ® |seqAAA: AABSI1FE dword_S31F8 dd A ; DATA XREF: sub_4D6AL:loc_4b7é1To
F| sub_ 46404 segl * lseqRdf: ARASIIFC dword _S3FE dd 8 ; DATA XREF: sub_uDéAk:loc_4D768To

sub_4665F segl “ lseqAAf: AAASE2 A0 duord 532608 dd A ; DATA XREF: sub_4D6AY:loc_4D782To
E suby_466D8 segl “ lseqAdf: AAASE? AL duord_532 64 dd @ ; DATA XREF: sub 4D6AL:1oc 4D7E9To
T sub_t6760 o * |seq@00: 00053208 dword_53208 dd 4 dup(®) DATA XREF: sub_437FF+1FTo

- g “ |seqAdf: ARASI218 THTHL_DOCUHENT2 _TID dd 932C4425h, 11UW6[!Bh ACAAASIBEL, 1961D9LFh, 610860

[#] sub_46780 segl seq @00 : AAAS3I2 18 : DATA XREF: sub suASZ+214T0
Ig sub_467BF segl seqAAA: 0AASIZ 18 : sub_L7174+3c9T0
PR =g’ seqAAA: 0AASIZ 18 : IHTHLDocument?
ILine 68 of 362 00013104 00ODOO0DODO0531D4: s2g000:00053104 (Synchronized with Hex View-1)
|= Qutput window n '13‘ Recent soipts

Fython>Load_Current_Riid()

riid is (A3PCH825-26CR-11DA-B4E3-AACALFDIA119>

Retrieving <http:/rhakril . net/COMSTID/ 33200425 2608-1100-B483- AOC A4FDI 119>
COM Interface is <IHTHLDBocument2>»

Tru
Python |
[0: idle Down Disk: 102GB
IDA View-A B8 @l Hex View-1 B Local Types x| E Enums B8 Imports
Ordinal Mame Size Sync Description
8 IHTMLDzcument2 00000 DD Auto struct {void *CQuerylnterface;void *AddRefrvoid *Releasevoid *GetTypelnfoCountvoid *GetTypelnfoyvoid *GetiDsOfMames..,

IDA View-A D @ Hex View-1 D Local Types D Structures E

@epp@eHEHE ; """
gopaBoeon

1ﬂﬂﬂﬂﬂﬂﬂﬂ IHTHLDocument? struc ; {(sizeof=8z1D0, allgn x4, copyof_8)
g000080a QueryInterface dd 7 ; offset

aopaaesy AddRef dd ? ; offset

A000A0A8 Release dd 7 ; offset

ga80adac GetTypelnfoCount dd ? ; Dffset

B8888818 GetTypelnfo dd ? ; offset

000ee1y GetIDsOfHames dd ? ; offset

0000M8 Invoke dd ? ; offset

A8808881C get_Script dd ? ; offset

goepae?a get_all dd 7 ; offset

d880a82y get_body dd ? ; Dffset

80008028 get activeElement dd ? ; offset

A8888e2Cc get images dd 7 ; Dffset

ABAABA3A get aoplets dd # = oFFset



Utilisation des vtable

il e 51

loc_A44EBE:
moy byte ptr [esp+5F8h+var_4], 5
cmp [esp+5F8h+IHtmlDocument2], edi
jnz loc_ 44095
Y
mow eax, [esp+5F8h+IHtmlDocument2]
mow eax, [eax]
lea ecx, [esp+5F8h+var_5ER]
push ecx
push [esp+5FCh+IHtm1Document? ]
call [eax+IHTHLDocument? .get_URL ]
cmp eax, edi
j1 loc_M4F29
L J
M
cnp [esp+5F8h+var_S5E8], edi
jz loc_uhF29
A J
nov [esp+5F8h+uar_5EB], edi
moy byte ptr [esp+5F8h+var_4], 6
mou eax, [esp+SFEh+IHtmlDocument2]
mou ecx, [eax]
lea edx, [esp+5F8h+var_GEH]
push edx
push eax
call [ecx+IHTHLDocument? .get_title]
cnp eax, edi
j1 loc_44DED
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Analyse Dynamique

* En gros Aibatook:

— Récupere un IHTMLDocument2 sur Internet explorer
* Ca lui permet d’explorer la page / titre / URL
* Ca lui permet de check les formulaires
* Ca lui permet de modifier le HTML

— |l va attendre que l'utilisateur soit sur la bonne page
* En checkant URL / Titre

* Il va injecter son « payload HTML » qui a pour but de récup
les credentials du client

* Notre but: trigger 'injection sans internet
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CoGetinterceptor

J’ai découvert ca grace a Pavel Yosifovich (article)
— Il afait un article sur le sujet

Permet de créer un interceptor
— Object COM qui simule une interface X
— Offre les mémes fonctions que X

— Tous les call sont redirigés vers un Sink
* Un Object COM de Callback

Le Sink

— Implemente ICallFrameEvents:
* Callback -> « OnCall »
— On récupere un object « frame »
* Offre de bonne informations d’introspection

Prérequis:

— Avoir les bibliothegues de types de l'interface a intercepter

— Etre dans le contexte du client COM
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https://twitter.com/zodiacon
https://blogs.microsoft.co.il/pavely/2018/02/28/intercepting-com-objects-with-cogetinterceptor/
https://github.com/zodiacon/Blog/blob/master/COM Interception with CoGetInterceptor-Part 2.pdf

CoGetinterceptor - POC

import windows # https://github.com/hakril/PythonForWindows/
import windows.generated def as gdef

# Custom Python ICallFrameEvents implementation
class MySink (windows.com.COMImplementation):
IMPLEMENT = gdef.ICallFrameEvents

def OnCall(self, this, frame):
ifname, methodname = gdef.PWSTR(), gdef.PWSTR()
frame.GetNames (ifname, methodname)

print( .format (ifname.value ,methodname.value))

frame.SetReturnValue (1234)
return 0
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https://github.com/hakril/PythonForWindows/

CoGetinterceptor POC

import windows # https://github.com/hakril/PythonForWindows/
import windows.generated def as gdef

from windows import winproxy

windows.com.init ()

# Create an interceptor for the firewall (INetFwPolicy?2)

interceptor = gdef.ICallInterceptor ()

winproxy.CoGetInterceptor (gdef.INetFwPolicy2.IID, None, interceptor.IID, interceptor)

class MySink(windows.com.COMImplementation):

# .

# Create and register our ICallFrameEvents sink

xsink = MySink ()

interceptor.RegisterSink (xsink)

# Create the INetFwPolicy2 interceptor interface
fakefirewall = gdef.INetFwPolicy?2 ()
interceptor.QueryInterface(fakefirewall.IID, fakefirewall)
# fakefirewall is a INetFwPolicy2 redirecting to the sink
enabled = gdef.VARIANT BOOL()

res = fakefirewall.get FirewallEnabled(2, enabled)

print( .format (res))

print( .format (enabled))

python minpoc.py
Hello from <IMetFwPolicy2.FirewallEnabled»

return value = -

firewall enabled = VARIANT BOOL(False)



https://github.com/hakril/PythonForWindows/

Application a Aibatook

e Aibatook récupere un IHTMLDocument2
— En utilisant ObjectFromLresult
— Qui retourne l'interface
— Notre but: changer ce pointer vers un Interceptor

* On a besoin
— D’injecter du code
* Pour au moins créer I'interceptor

— De changer le control flow
» Sauf que ca va étre galere de debug le process
* Gérer le thread injecté spécialement depuis le debugger

c’est chiant
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Application a Aibatook

e Solution
— On injecte du Python

— On utilise les Vectored Exception Handler (VEH)
* Permet d’intercepter toutes les exceptions du process

— Acces au contexte au moment de I'exception
— On peut faire continuer I'exécution

* On peut build un debugger de son propre process basé
sur les VEH

— Onva donc injecter du Python et un LocalDebugger
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Injecter du Python

import windows
import windows.generated def as gdef

target =
r"C:\Users\IEUser\Desktop\cbffed550addfa27dcladbc58f3f99fa%abbc9e8"
ailbatook = windows.utils.create process(target,
dwCreationFlags=gdef.CREATE SUSPENDED)

# Update sys.path with our script path

albatook.execute python(r"import sys;
sys.path.append(r'C:\Users\IEUser\Desktop\FollowAibatook')")
aibatook.execute python("import windows;
windows.utils.create console()")

# import our payload script in the context of aibatook
albatook.execute python("import payload")

print ("Resuming threads")

for t in aibatook.threads: t.resume ()

* Avec ca on exécute payload.py dans le contexte d’aibatook !
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LocalDebugger

# payload.py
# Code before setup an IHTMLDocument2 interceptor called 'fakevtable'
REAL VTB = None

class ReplaceInterfaceBP (windows.debug.FunctionBP) :
TARGET = windows.winproxy.ObjectFromLresult # The function we put the BP on
def trigger(self, dbg, exc):
fargs = self.arguments (dbg)
self.retparam = fargs["ppvObject"].value # PVOID*
self.break on ret(dbg, exc)

def ret trigger(self, dbg, exc):
global REAL VTB
print ("RET ObjectFromLresult HELLO")
p = windows.current process
REAL VTB = windows.current process.read ptr(self.retparam)
windows.current process.write ptr(self.retparam, fakevtable.value)

d = windows.debug.LocalDebugger ()
d.add bp(ReplacelInterfaceBP())

On utilise VEH + un BP pour changer l'interface retournée par ObjectFromLresult

Aibatook utilise maintenant notre intercepteur
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Le sink

class MySink (windows.com.COMImplementation):
IMPLEMENT = gdef.ICallFrameEvents

def OnCall(self, this, frame):
# Dispatch

def ihtmldocument2 url(self, this, frame):
frame.Invoke (REAL VTB)
param0 = windows.com.ImprovedVariant ()
frame.GetParam (0, paramO)
url = paramO. VARIANT NAME 3.pbstrVal[O]
print ("Real URL is <{0}>".format (url))
self.count += 1
if self.count >= 3:
fakeurl = "jp-bank.japanpost.jp/\x00"
x = ctypes.c wchar p(fakeurl)
paramO. VARIANT NAME 3.pbstrVal[0] = SysAllocString(x)
print ("URL set to <{0}>".format (fakeurl))
return



RecycleBin  lolxml Procmon.exe

i

odbgl10.zip MarkUp
Position Pa

Host Name: IEBWIN7
m IE Version: 8.0.7601.17514

0S Version: Windows 7
odbg. Service Pack: Service Pack 1

User Name: IEUser
Password: PasswOrd!

. Snapshot/backup:

Create a snapshot (or keep a backup of downloaded archive) before first booting and working with
offed550a. this VM, so that you can reset quickly after the OS trial expires.

Licensing notes and evaluation period:
The modern.ie virtual machines use evaluation versions of Microsoft Windows, and are therefore time
limited. You can find a link to the full license on the desktop.

Activation:
For Windows 7, 8, 8.1 and 10 virtual machines, you need to connect to the Internet in order to activate
the trial. In most cases, activation will be done automatically after a few minutes, but you can
= = "slmgr /ato" from an administrative command prompt. This will give you 90 days.
&8 C:\Windows\system32\cmd.exe [=o]= you have 30 days after first boot.
IINEIOBIII . . o Eiser\DesktopsFollowd ibatooksexplorer lou have 30 days after first boot. You will see a toast notification pop up a few
ter boot stating the days left (in the system tray).

C:\Users\IEUser\Desktop\Folloufiihatook>c:\Python27\python.exe inject.
Resuming threads

C:\Users\IEUser\Desktop\Folloufiibatook>c:\Python2?\python. inject. hdows XP, Vista, and 7), it may be possible to further extend the initial trial period if

[Resuming threads
g earms left. The following commands can be run from an administrative command

C:\Users\IEUser\Desktop\FollowAibatook>c:\Python2?\python. inject. ght-click on Command Prompt and select the ‘Run as Administrator’ option).
Resuning threads e, time remaining, re-arm count (all except Windows XP):
C:\Users\IEUser\Desktop\FollowAibatook>c:\Python2?\python. inject. 4

Resuming threads Windows XP). Requires reboot.
C:\Users\IEUser\Desktop\FollowAibatook>c:\Python2?\python.exe inject. .

Resuming threads [XP only). Note that no error is given in the case no rearms are left.

xe syssetup, SetupOobeBnk

0dbg200

C:\Users\IEUser\Desktop\Followibatook>c :\Python27\python.exe inject.
Fesuning threads

C:\U IEUser\Desktop\Followf ibatook>c :\Python27\python e and 20 yCEWHINOT beabletotesmihatinl
Resuning threads

apateDNS.exe windbg.exe -
Shortcut




Démo Explication

| ChUsers\lEUserDesktophcSffedi50addfal? dcl adbc58f3f99falabbcfel

(HlnDLL "oleacc’, handle 71Z2d00dd at 3632430
Fake obj = ¢ v01d _p(6351284)
RET ObJectFrceresult HELLO
Catching call to <IHTMLDocumentZ.url>»
Real URL is <{res://ieframe.dll/dnserror.htm#http://dev.modern. ie/welcome/Hin7/IE8/20150916>
Catching call to <IHTMLDocumentZ.url>
is {res://ieframe.dll/dnserror.htm#http://dev.modern. ie/welcome/Hin7/IE8/20150916>
call to <IHTMLDocumentZ.url>
is {res://ieframe.dll/dnserror.htm#http://dev.modern. ie/welcome/Hin7/IE8/20150916>
L set to {jp-bank. japanpost. jp/
Catchin calf to <IHfMEDocument2.url>
Real URL is {res://ieframe.dll/dnserror.htm#http://dev.modern. ie/welcome/Uin7/IE8,20150916>
URL set to <jp- bank apanpost. jp”/ >
Catching cal f f E DocumentZ.title>
URL set to <u’ \u3@86\u3@46\u3@6l\u3@8?\u3@c@\u3@a4\u3@ec\USBaF\USBCB | Su2Be 1M\u3Bad \u38f 2\u
Catching call to <IHTMLDocumentZ.body
Replacing interface with IHTHLElement Interceptor
Catchlng call to <IHTMLElement. innerHTML>
Catchin to <IHTMLElement. innerHTML>
AlbatooE HTML pavload injected !
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Questions ? Thank you

e Clément Rouault (@hakril)
* https://github.com/hakril/pythonforwindows
* https://exatrack.com

Please COM again.
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https://twitter.com/hakril
https://github.com/hakril/pythonforwindows
https://exatrack.com/

