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Cobalt Strike: too much IOCs



Cobalt Strike: current bypasses

•Artifact kit

• Stack spoofing

• Sleep mask kit

•UDRL kit

• Custom loaders
• Powershell
• .NET
• Beacon Object File

… yet still detected sometimes

https://cobalt-strike.github.io/community_kit/



Others C&C

•Opensource
• Covenant
• Sliver
• Empire
• Merlin
• Shad0w
Low customization

• Licensed
• NightHawk
• Brute Ratel (BRC4)
Minimum price: 3500$/user

https://www.thec2matrix.com/



Mythic C2

Documentation is well-written (https://docs.mythic-c2.net/)

https://docs.mythic-c2.net/


Mythic C2

•User interface and APIs are already dev



Mythic C2: bring your own implant

Name Supported Operating System Language

Apollo Windows C#

Athena Windows, Mac & Linux .NET Core

NimPlant Windows, Mac & Linux Nim

Merlin* Windows Go

Tetanus Windows, Mac & Linux Rust

Medusa Mac & Linux Python

+ your implant



Mythic C2 - 
Capabilities

Support several transports: HTTP, 
Websocket, SMB, TCP, DNS

SOCKS5 proxy

Credentials management

File upload and download

Translators



Mythic C2: modules import



Mythic C2: how the transport looks like

Agent checking format



Mythic C2: how the transport looks like

Get Tasking - Request Get Tasking - Response



Mythic C2: how the transport looks like

Get Tasking - Request Get Tasking - Response



Mythic C2: how the transport looks like

Post response



Mythic C2: how the transport looks like

Post response



Mythic C2: handle several systems



Mythic C2  Commands handling



Mythic C2 Mitre



Questions




